
  

  

D etective John Gorman gave a presentation 
to Northern New Jersey ARMA chapter 

members on electronic records surveillance. 
Teamed up with his supervisor, Detective First 
Class Scott Johnson, they detailed how working 
with the NJ State Police and NJ state govern-
ment, they find criminal activity on computers 
and the networks which support them. 

When they arrive at a crime scene, there is no 
evidence of forced entry, no ransacked desk 
draws, or spent shell casings. Their crime scene 
is often times a neatly arranged desk with the 
screen saver placidly moving around the screen. 
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Electronic Records Surveillance by NJ State Police 

Above: Detective Sergeant John Gorman of the NJ State 
Police Cyber Crimes Unit presents details on cyber-crime 
detection. 

B efore they touch anything, they need to find out 
who owns the computer, and what the title is of 

the person who normally sits at the computer. “The 
most important thing is to preserve the crime scene. 
If the computer is on, we leave it on. We then ‘hash’ 
the computer. This means we search for the mathe-
matical number associated with each file. Unlike 
metadata, hash value cannot be altered. There are  

Above: Anne Kottras, NNJ ARMA Scholarship Director is seated 
with guest Madeline Thomas (center) and NNJ ARMA Treasurer 
Kathleen Timothy at the Nov. 7th chapter meeting. 
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cÜxá|wxÇàËá VÉÜÇxÜ 
   By Nancy Ur 

 

 

D id you know that the Northern New Jersey Chapter of ARMA has about 120 members?  I enjoy hear-
ing from our members throughout the month and occasionally I also get calls or emails from RIM 
folks who have heard about ARMA and want to learn more about the Chapter.  And it doesn’t take 

much to get me started about the value of participating in NNJ ARMA!  ARMA is still the very best way to 
stay current and connected to the RIM field. I can’t imagine anyone working in this field and not becoming 
actively involved in ARMA . 

 

What can it do for you? Let me give you an example.  When I worked in Pharma, I had a wonderful Records 
Associate reporting to me.  Unfortunately, she needed to move to North Carolina.  When she got there, she 
told me that finding a RM job was difficult.  I contacted the Raleigh ARMA Chapter, they circulated her re-
sume and in a short time, she had a job with a law firm in their Records Center!  She’s still there and is cur-
rently Raleigh Chapter’s Board Secretary.  Don’t underestimate your ARMA membership! 

 

So this month, I’d like to ask you, our valued member, to encourage your associates and vendors to join NNJ 
ARMA.  The larger our membership grows, the more networking opportunities you will have, and that’s one 
of our primary goals. Everyone knows someone at work (think of your IT group, your HR group, your Legal 
group) or at another company or a vendor that they could introduce to NNJ ARMA.  Why not send them a 
copy of this newsletter and invite them to join? 

 

But wait – I’m going to ask you to do MORE.  I’m going to ask you to attend our meetings.  And I know eve-
ryone is extremely busy these days, but you can still plan ahead and reserve some time for your professional 
nurturing!  I realize not many  people can attend every meeting, but I’m sure you can squeeze in one or two 
per year. 

 

Have you been to one of our meetings lately?  They are terrific! Not only do the speakers present timely and 
informative RIM topics, the people who attend are warm, friendly and helpful.  If you feel awkward because 
you don’t know anyone – I guarantee within the first half an hour you will have met lots of new connections! 

 

S o – after you finish reading this newsletter, think about passing it on to an associate or vendor.  Then 
give them a call and ask them to meet you at the next dinner meeting. Bring your business cards and 
have a great evening! 
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several types of cyber crime designations: Intrusion, 
theft by employee, lost equipment, but “dumpster 
diving” is by far the most popular way to steal iden-
tity. So be careful to shred any personal information 
before discarding to the dumpster! 

Detective Gorman gave an example of how he went 
to arrest the individual responsible for a corporate 
crime and drove into a well-maintained cape cod with 
a white picket fence and kids playing in the backyard. 
When asked if the home owner was the one responsi-
ble for the crime, they would always shamefully bow 
their head and nod yes. They were just regular fam-
ily-types who thought they could get away it. 

W hite collar crime is the most prevalent type of 
crime today because of it’s low visibility and 

seemingly effortless execution. But little do the per-
petrators realize, that due to police techniques like 
‘hashing’ a hard drive and tracing computer I.P. ad-
dresses and sub-net masks (computer network terms 
for tracing a computer’s location) every electronic 
item can be traced back to the “scene of the crime”. 

The Identity Prevention Act of 1997 gives detailed 
reasons why the NJ State Police must respond to 
these crimes.Another cyber crime standard, PCI DSS, 
“Payment Card Industry Data Security Standard”, is 
required to be provided by credit card companies to 
prevent credit card fraud. 

When Detective Gorman wrapped up the evening, he 
hoped that this was not so much a “death by Power-
Point slide” presentation, but a way to shed light on 
how cyber crime is investigated. 

-Continued from page 1 - Cyber 

Above: NNJ ARMA Director of  Advertising Barbara 
Klak, Joe Germinario of Allstate Information (center) and 
Ian Shore  from Boro of Paramus pose  during dinner. 

Left: Henry Zevin of 
Archive Systems, 
Frank Menci of J&J 
Health Care Systems 
and Scott Bowker of 
Sanofi-Aventis. 

Right: NNJ 
ARMA Director 

Lori Green of 
McGraw-Hill, 

NNJ ARMA 
Newsletter V.P. 
Chris Reilly of 
Merial (center) 

and Joan De-
Paolo of Afford-

able Printing. 

Left: James Flynn of 
Document Conversion 
Management sits be-
tween Drew Daley and 
Kent Reed of Space-
Saver systems. 

Right: Larry 
Osusky of Daiichi-

Sankyo and Dan 
List of Forest  

Research  

Left: Mary Bogart 
sits next to Steve 
Bereza, both of 
Lowenstein 
Sandler. 

Right: Det. Sgt. First Class 
Scott Johnson on NJ State 

Police Cyber crimes unit. 

http://www.njleg.state.nj.us/2004/Bills/PL05/226_.HTM
http://en.wikipedia.org/wiki/PCI_DSS
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 Northern New Jersey ARMA 

Note: All Meetings Held at the Woodbridge Hilton Unless Otherwise Specified 
 

Next Meetings: 
Save the Dates!  Register Early! 

• March 12, 2008/Wednesday        *Joint Meeting with ARMA Central NJ chapter:  

4:45—5:30 P.M. Registration & Networking 

5:30 - 6:30 P.M. Dinner 

6:30 - 7:30 P.M. Presentation 

*All proceeds from the March 12, 2008 meeting will go towards the NNJ ARMA scholarship fund, which is 
currently offered to graduate students specializing in programs leading to careers in records and information 
management. 

                                               This  meeting will be held at R.W. Johnson Foundation :  

                                                              The Robert Wood Johnson Foundation 
                                                              35 College Road East and Route 1 
                                                               Princeton, NJ 08543-2316 
                                                              Telephone: (877) 843-7953    Click here for directions 

• April 22, 2008/Tuesday                “How HIPAA Laws Impact Records Management”  

• May 14, 2008/Wednesday            ALL DAY SEMINAR - Business Continuity and Disaster Planning,                        

 Linda Maxson and Team, Sunguard Disaster Recovery  

 

• June 18, 2008/Wednesday            Member Service Anniversary Dinner/ Year in Review 

 

Cost of Meals: 

Pre-Paid-$30.00,   Pre-Registered at the door-$35.00,   Walk-Ins & Non-members-$40.00 
We gladly accept cash or checks in advance or at the door. 

WE NOW ACCEPT CREDIT CARD AND CHECK 
PAYMENT THROUGH PAYPAL WHEN USING 
OUR WEBSITE REGISTRATION PAGE. 

Please visit us on our website http://www.armannj.org/ 

Registration Options 

 
Contact:   Thomas Grech 

Web site: http://www.armannj.org/DatesRegistration.html 

Telephone:  917-865-2699 

Email:   tgrech@virtudocs.com 
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Article by Scott Bowker, CRM 
 

 

SURVEY OF NORTH AMERICAN CRMs 

 

• A survey was conducted of North American 
CRMs last fall. 55% of the total ICRM member-
ship participated – a remarkable high response 
rate for a voluntary survey. Here are some inter-
esting nuggets of data from the survey. 

 

• 29% are over 55, 45% between 45 and 54, 
and 23% between 35 and 44. 

• 88% of respondents have a Bachelor’s degree 
and 47% have some type of graduate degree. 

• 50% have at least 21 years of experience in 
records and information management. 

• 41% work for large organizations (5000 or 
more employees), while 26% work for medium 
sized companies (1000 to 4999 employees), and 
31% for small firms. 

• 27% work in Government, following by Con-
sulting (10%), Utilities and Financial Services 
(6% each), and Energy and Manufacturing (5% 
each). 

• 32% report to Administrative Services,  27% 
to General Counsel (Legal), and 25% to Informa-
tion Technology. 

• 82% of respondents work for an organization  

(Continued on  page 8 see“ICRM Notes”) 

I  C  R  M Notes 

 

 

Institute of Certi-
fied Records Man-

agers 

“Knowledge, Experience, 
Integrity” 

  

At Our Next Meeting… 

On Wednesday, March 12, NNJ ARMA partners 

with Central Jersey Chapter to present Mr. Don-

ald Swanson from Munich ReAmerica.  Mr. 

Swanson will present  “E-Mail Basics: Use, 

Storage and Destruction”.  The unmanaged use, 

storage and destruction of email have the po-

tential to have disastrous and costly repercus-

sions for business.  As email has become the 

communication method of choice for most busi-

nesses, the consequences of email usage and 

storage have grown in importance.  Email is a 

possible source of liability to businesses arising 

from both the contents of the communications 

themselves and the failure to properly manage 

them.  Mr. Swanson will discuss how one com-

pany justified, implemented and enforces com-

pany email retention and policy. 

Mr. Donald Swanson is the Director of Disaster 

Recovery Planning and Corporate Records Man-

ager for Munich ReAMerica and is also a Certi-

fied Business Continuity Professional with over 

20 years of experience supporting various posi-

tions focusing on hardware, operating systems, 

voice components and record and document 

management and risk assessment. 

☞The March 12 meeting will take place at 

Robert Wood Johnson Foundation, Route 1 and 

College Road East.  Meeting schedule: 

4:45 – 5:30 p.m.  Registration and Networking 

5:30 – 6:30 p.m.  Buffet Dinner 

6:30 – 7:30 p.m.  Presentation 

☞Note:  Cost of this meeting is $30.00, whether 

you are a member or not! All proceeds will go to 

the NNJ ARMA Scholarship Fund. 

We accept cash or checks at the door.  Atten-

dees can now register on line at 

www.armannj.org using PayPal! 

See you there!  
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I  C  R  M Notes 
(Continued from page 6 -) 

that has a formal records management program. 

• 88% belong to ARMA, 41% belong to AIIM, 
and 58% belong to at least one other profes-
sional organization. 

• 88% belong to ARMA, 41% belong to AIIM, 
and 58% belong to at least one other profes-
sional organization. 

• 84% stated their organization pays for pro-
fessional conferences, including travel and hotel 
costs. 

N ow on to the real important information – 
salaries!! 

51% of respondents made at least $90,000.00. 

The average annual salary in the US was just un-
der $95,000.00. There was some interesting va-
riety by region. The average salary in the Mid-
Atlantic area was $104,000.00. The Pacific area 
was the highest at $107,000.00, with the Mid-
west ($81,000.00) and the Great Northwest 
($84,000.00) on the lower end of the spectrum. 

T he higher salaries may help account for the 
over 900 candidates trying for CRM certifi-

cation in the hopes of joining the over 900 of us 
who have CRM after our names.  If you are in-
terested in sitting for the exam or have questions 
about the ICRM, please contact me. Email 
(scott.bowker@sanofi-aventis.com) is the best 
way since I’m often not at my desk! 

 

  

Directions To Robert Wood Johnson: 
 

The Robert Wood Johnson Foundation 
 

35 College Road East and Route 1 
Princeton, NJ 08543-2316 
Telephone: (877) 843-7953 

 
 
From Princeton Junction Railroad Station 
Most visitors take a cab from Princeton Junction. Here are 

the driving directions, however: Go east on Wallace Road. 

Turn left onto Hightstown Road (Princeton Hightstown 

Road). Bear right onto Washington Road. Turn right onto 

Route 1 North. Continue north, then take the College Road 

East exit. (Total: 4 miles) 

From Trenton Railroad Station 
Take U.S. Route 1 North via the entrance ramp two blocks 

west of station. Drive north on U.S. Route 1 to the College 

Road East exit. Turn right at the traffic light into the 

RWJF driveway. (Total: 12 miles) 

From Newark Airport 
Take the N.J. Turnpike (I-95) South to Exit 9. Turn off at 

Exit 9 (New Brunswick), keeping to right on leaving the 

toll booth. Take Route 18 North, 0.5 miles, following signs 

for U.S. Route 1 South to Trenton. Exit at College Road 

East. Turn right at the traffic light into the RWJF drive-

way. (Total: 40 miles) 

From Philadelphia International Airport 
Take I-95 North (44.7 miles). Turn off Exit 67 to Route 1 

North to College Road East exit. Turn right at the traffic 

light into the RWJF driveway. (Total: 51.7 miles) 

From Manhattan 
Take the Lincoln Tunnel or Holland Tunnel to NJ Turn-

pike (I-95) South to Exit 9. Turn off at Exit 9 (New Bruns-

wick), keeping to right on leaving toll booth. Take Route 

18 North, 0.5 miles, following signs for U.S. Route 1 

South to Trenton. Exit at College Road East. Turn right at 

the traffic light into the RWJF driveway. (Total: 50 miles) 

LAW AND LAUGHTER 
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Offsite Data Protection- more than 6 million data tapes pro-
tected and managed 

Customer Base of more than 2,000 companies, large and 
small. 

Daily service to all or parts of New Jersey, New York, Penn-
sylvania, Connecticut & Delaware 

Secure underground facilities located in New Jersey 

Full operational staffing at all times- 24 x 7 x 365 

All vehicles tracked by a satellite-based GPS at all times. 

On-line inventory tracking systems. 

“Signature excellence in offsite data protection” 

 

VITAL RECORDS, INC. 

908-369-6900   

http://www.vitalrecords.com  

GET  INVOLVED!!!  

JOIN A COMMITTEE 
Programs – Membership – Advertising 

Newsletter – Scholarship – Website  

e-mail for info: 

NNJARMAprograms@aol.com 
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  Rates:   Whole Page (8” x 10”)  $1,000 

     Half Page (5” x 8” or 4” x 10”) $500 

     Quarter Page (5” x 4” or 2.5” x 8”) $300 

     Eighth Page (Business Card)  $150 

     Web Presence    $100 

Newsletter advertisement includes your ad in nine (9) issues of the newsletter and a presence on 
the ARMA Northern New Jersey Website for one year. 

(Note: Eighth Page ads do not include Web presence) 

     Meeting Sponsorship   $250 

     Vendor “Spotlight”   $150 

Meeting sponsorship includes a 5-10 minute overview of your company prior to the main speaker 
and a table where you can display your products and/or services. You will also receive publicity in 
the newsletter and on the website. 

The Vendor “Spotlight” is an article that is written by the vendor and usually features a product, 
service, or case study. 

Interested advertisers should submit their layout via electronic copy to: 

Barbara Klak 

Johnson & Johnson Health Care Systems 

425 Hoes Lane, 2321A 

Piscataway,  NJ  08855 

732-562-3637 

bklak@hcsus.jnj.com 

ADVERTISING RATES 

ARMAzing News 

Northern New Jersey Chapter 
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Introducing... 
 

 

 

 

WELCOME to new member John J. Manzi! 

John is co-creator of MobileShred Confidential Docu-
ment Destruction with business partner Rick Possu-
mato. 

John is currently a principal of IntelliShred, a docu-
ment management company based in central New Jer-
sey.  For the past ten years, IntelliShred has provided 
secure document destruction and recycling to clients in 
New Jersey, New York and Pennsylvania.   John is a 
graduate of Widener University School of Engineering 
in Chester, Pennsylvania with a Bachelor of Science in 
Mechanical Engineering.  John worked in the field of 
consulting engineering from 1986 through 1999 spe-
cializing in the design and field application of com-
mercial and industrial mechanical HVAC and IAQ 
systems.  He has extensive experience in the field of 
environmental engineering project management spe-
cializing in environmental site investigation and reme-
diation. 

WELCOME to new member Rick Possumato! Rick 
is currently a principal of IntelliShred, a document 
management company based in central New Jersey.  
He and John Manzi started the business in 1999.  Rick 
is a graduate of Stockton State College in Pomona, 
New Jersey with a Bachelor of Arts in Accounting.  
He also received paralegal certification from Fairleigh 
Dickinson University.  Rick worked in the field of ac-
counting from 1987 through 1994 with the Internal 
Revenue service and Chubb Insurance Company and 
has extensive accounting, legal and auditing experi-
ence.  In 1994 Rick created Priority Bindery Associ-
ates, a trade bindery that caters to the quick-print and 
medium size commercial print shops. 

 

I’m sure we’ll see both John and Rick at our upcoming 
meetings, so be sure to engage these two gentlemen in 
conversation about their varied and interesting ca-
reers!   - Nancy 

It’s Your NNJ ARMA Anniversary! 

 

And NNJ ARMA wants to help you cele-
brate!  In June we will be having a Mem-
bership Celebration dinner that will high-
light those members who have been with 
the NNJ ARMA Chapter for over five 
years. 

 

Each eligible member will be given an 
NNJ ARMA Anniversary Pin and framed 
certificate to earmark their five, ten, fifteen 
or (gasp) twenty years with NNJ ARMA. 

 

Program details are still being developed, 
so stay tuned for more information! 

 

If you’d like to work on the Anniversary 
Committee, just let us know at : 

NNJARMAprograms@aol.com . 
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State Employee Accused of Stealing Historic Artifacts 
ALBANY, N.Y. (AP)  -- A long-time state archivist was accused of stealing hundreds of historic artifacts and 
documents from the New York State Library, including two Davy Crockett Almanacs, and selling some pieces 
on eBay. 
 
Daniel Lorello, 54, an archives and records management specialist in the state Education Department, was ar-
raigned Monday on charges of third-degree grand larceny, fourth-degree criminal possession of stolen property 
and first-degree scheme to defraud. 

Lorello pleaded not guilty. He was released on his own recognizance and placed on administrative leave from 
his $71,732-a-year job. 

Lorello also stole a signed 1823 letter from former Vice President John Calhoun that generated bids of up to 
$1,700 during an eBay auction monitored by investigators. Other items stolen by Lorello included a Winfield 
Scott Hancock calling card and Currier and Ives colored lithographs, according to the state attorney general's 
office. 

"These irreplaceable documents are the property of all New Yorkers,'' said state Attorney General Andrew 
Cuomo. 

Joseph Romito, a lawyer and history buff in Richmond, Va., tipped authorities off after he spotted one of the 
items for sale on eBay and realized it was supposed to belong to New York state. 

After searching the suspect's home this past weekend, officials found hundreds of documents and artifacts be-
longing to the state. Officials believe the theft goes back to 2002, Cuomo spokesman John Milgram said. 

It's unclear how much Lorello profited from his sales. In some cases he went to trade shows and exchanged the 
state's items for others, authorities said. But officials said in just two sales of Davy Crockett Almanacs he re-
ceived more than $5,000. 

Altogether, officials at the attorney general's office believe his profits to be in the "tens of thousands.'' 

eBay is working with state officials to obtain the past sales records from Lorello's account. 

Lorello made no comment as he left court and a message left on his answering machine was not immediately 
returned. 

Offbeat News 
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